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WILMINGTON UNIVERSITY 
COLLEGE OF SOCIAL & BEHAVIORAL SCIENCES  

BASIC COURSE INFORMATION 
 

 
COURSE NUMBER: MHS.7008 
 
COURSE TITLE:   Fundamentals of Bio-Terrorism       
 
 

I. RATIONALE:  
 

Bioterrorism is the intentional use of harmful biological substances or germs to cause 
widespread illness and fear. With the bioterrorism events of 2001, preparedness for acts 
precipitated by terrorists has been found to be severely lacking throughout the country. 
Additional training in rare but potentially disastrous diseases (e.g., smallpox, pandemic 
flu, aerosolized anthrax) and advanced diagnostic testing and surveillance is warranted to 
prepare future healthcare workers, first responders, and law enforcement personnel in the 
basic principles of bioterrorism. The graduate study of bioterrorism must therefore begin 
with a global review of the history of bioterrorism, followed by an examination of past 
attacks and current preparedness initiatives. 

 
 
II. MAJOR INSTRUCTIONAL GOALS:  

 
GOAL A:  
Students will demonstrate an understanding of the historical perspective of terrorism, 
which helps with student understanding of evolutionary developments over time. 
Students will demonstrate a basic understanding of the National Incident Management 
System (NIMS). 
 
Learning Outcomes: The student will:  

1. Discuss the differing definitions of terrorism. 
2. Describe the critical concept of local preparedness for terrorism/tactical 

violence response. 
3. List and describe the federal agencies in the national response system. 
4. Discuss the capabilities and limitations of local response systems. 
5. Describe the evolution of the 1970s incident command system (ICS) to the 

modern national incident management system (NIMS). 
6. Define the key principles and functions of the incident command system (ICS). 
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GOAL B:  
Students will acquire an understanding of the National Response Framework (NRF) and 
the components of our nation’s critical infrastructure. 
 
Learning Outcomes: The student will:  

1. Classify the key elements in the National Response Framework (NRF). 
2. Compare National Response Framework (NRF) with the national incident 

management system (NIMS). 
3. Define the term critical infrastructure. 
4. Describe the current national policy that addresses critical infrastructure. 
5. Describe the roles of the Department of Homeland Security (DHS) in critical 

infrastructure protection. 
6. Discuss the roles of the Homeland Security Operations Center (HSOC). 

 
GOAL C:  
Students will acquire an understanding of how to plan for a terrorism event and what 
response procedures should be followed. 
 
Learning Outcomes: The student will:  

1. Describe planning as a front-end concept. 
2. Recognize the importance of incorporating terrorism in an emergency 

operations plan (EOP). 
3. Distinguish between an emergency operations plan (EOP) and a real-time 

incident management plan (IAP). 
4. Understand the critical importance of scene awareness in a dynamic terrorism 

incident. 
5. Outline the key elements of in a terrorism response protocol. 

 
GOAL D: 
Students will acquire an understanding Operations Security and Information Security and 
the different types of Weapons of Mass Effect: Chemical Terrorism and Warfare Agents 
used by terrorists. 
 
Learning Outcomes: The student will  

1. Describe the difference between operations security (OPSEC) and site security. 
2. Recognize how operations security (OPSEC) integrates with the incident 

command system. 
3. Understand the challenges of implementing and sustaining site security. 
4. Understand the importance of preparedness for a chemical attack. 
5. Distinguish the characteristics of nerve agents. 

 
GOAL E: Students will acquire an understanding of Weapons of Mass Effect, both 
biological and radiation sources. 
 
Learning Outcomes:  The student will 

1. Define the concept of biological warfare. 
2. Know the history of biological warfare. 
3. Understand the concepts of biological threat assessment. 
4. Describe the differences between a radiation incident and a traditional hazardous 

materials incident. 



MHS 7008 
Page 3  

 Syllabus is sole property of Wilmington University   

5. Understand the three types of radiation and differentiate between the terms dose 
and exposure. 

 
GOAL F: Students will acquire an understanding of Weapons of Mass Effect: 
Explosives and how Mass Casualty Decontamination is carried out. 
 
Learning Outcomes:  The student will 

1. Understand the significance of explosives devices in terrorism and tactical 
violence events. 

2. Outline the critical safety steps that must be utilized when operating in an 
environment where explosive devices are suspected or present. 

3. Understand the general principles around mass casualty decontamination. 
4. Know the features of biological agents that affect decontamination for biological 

agents. 
 
GOAL G: Students will acquire an understanding of the types of Personal Protective 
Equipment utilized by emergency personnel and how Crime Scene Operations are carried 
out after an act of terrorism. 
 
Learning Outcomes:  The student will 

1. Understand the importance of ensuring that our first responders are properly 
protected while engaging in a terrorism event. 

2. Summarize the key elements in a personal protective equipment (PPE) training 
program. 

3. Understand how law enforcement handles terrorism events. 
4. Describe a crime scene. 
5. Recognize the evidence classification of objects, body material, and impressions. 

 
 
GOAL H: Students will acquire an understanding of how to critically analyze various 
components of terrorism and articulate their views. 

 
Learning Outcomes: The student will  

1. Students will prepare written reviews, critiques and analyses using APA style.  
2. Students will be able to critically analyze various aspects of terrorism response.  
3. Prepare presentations.  

 
 
 


