
 

Syllabus is sole property of Wilmington University 

Page 1 of 2 

 

 

 

WILMINGTON UNIVERSITY 

COLLEGE OF TECHNOLOGY 

BASIC COURSE INFORMATION 
 
COURSE TITLE: Mobile Device Security and Forensics 

 
COURSE NUMBER: SEC 355 

 
I. MAJOR INSTRUCTIONAL OBJECTIVES: 

 
Objective A: Understand the basic components that make up common mobile devices 

in use today, both software and hardware. 
A-1. Learn about the components that make up some of the more common mobile 

devices in use today, including both software and hardware components 
A-2. Identify individual components associated with cellular telephones, GPS devices, 

tablets, and other similar mobile devices 
A-3. Understand and explain how these components affect both security as well as the 

digital forensics and incident response processes 
 

Objective B: Understand the various networks associated with common mobile devices 

in use today. 
B-1. Learn the basic components and terminology for the various wireless networks 

associated with common mobile devices in use today 
B-2. Identify and explain the high-level technical aspects of wireless networks 

associated with a specific mobile device 
B-3. Demonstrate how to control the wireless networks associated with a specific 

mobile device to allow for a successful digital forensics collection and 
examination. 

 
Objective C: Formulate an evidence collection and preservation strategy utilizing the 

latest incident response and digital forensics processes and technologies. 
C-1. Learn how to successfully collect and preserve mobile devices and associated 

data while making as few changes to the data as possible and while accounting for 
all changes 

C-2.  Demonstrate the proper procedures and techniques for mobile devices 
acquisitions 

C-3.  Develop comprehensive auditing and anti-repudiation techniques. 
 

Objective D: Understand how to identify, examine and explain some of the more 

common data artifacts associated with user activity on common mobile 

devices in use today. 
D-1.  Learn how to identify, examine and explain some of the more common data 

artifacts associated with user activity on common mobile devices in use 
today; 

D-2. Demonstrate sound methods for identifying and examining artifacts associated with 
user activity on common mobile devices; and 
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D-3. Understand and explain the methods taken to successfully identify and examine 
artifacts associated with user activity on common mobile devices. 

 
II. CLASS PARTICIPATION: 

 
Students are expected to attend class and participate actively and in a positive way. 

Questions and relevant observations are encouraged and enrich the experience of the entire 

class. Computers in the classrooms are intended to be used as tools to enhance the students' 

learning experience. Instant messaging, gaming, emailing, and surfing the Web are 

distractions to the student, the surrounding students, and the instructor and constitute 

inappropriate behavior. Students are ethically obliged to avoid these and other similar 

practices. 


