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 I.  MAJOR INSTRUCTIONAL OBJECTIVES: 

  
 Objective A: Understand the fundamentals of securing a SCADA System. 

A-1 Learn the latest security standards for the protection of SCADA systems. 
A-2 Identify the various components and general configuration of a SCADA system. 
A-3 Understand the implications of a non-secure SCADA system. 
A-4 Understand a layered approach to security. 

 
Objective B: Identify and recognize the different threats and vulnerabilities to SCADA systems.   
B-1 Understand the different types of threats and vulnerabilities that impact SCADA systems.  
B-2 Understand risk management as it applies to securing SCADA systems.  
B-3 Understand the specific risks to SCADA systems and recommend viable solutions 
B-4 Identify and evaluate security components in order to design an effective security solution. 
B-5 Apply relevant incident scenarios. 

 
Objective C: Understand the management, operational and technical controls established to provide a 

defense in depth approach to securing SCADA systems. 
C-1 Learn the relevant standards and organizations involved with critical infrastucure.  

 C-2       Learn security controls that work best for specific SCADA systems. 
C-3 Understand common industrial security recommendations.  
C-4 Apply controls as they relate to specific risks associated with specific SCADA systems. 
 
Objective D: Develop a security awareness program for a SCADA system using the latest standards 

and technologies. 
D-1 Formulate a security solution intergrating the concepts of defense in depth and SCADA 

specific security recommendations and best practice.   
D-2 Perform a risk assessment.  
D-3 Design a security solution inclusive of incident response and awarness and training.  
D-4 Provide 21st century monitoring solutions. 
D-5 Describe approach and explain how to avoid common mistakes. 

 D-6 Describe adherence to regulatory guidance.  
 
II. CLASS PARTICIPATION: 

 
Students are expected to attend class and participate actively and in a positive way. Questions and 
relevant observations are encouraged and enrich the experience of the entire class. Computers in the 
classrooms are intended to be used as tools to enhance the students' learning experience. Instant 
messaging, gaming, emailing, and surfing the web are distractions to the student, the surrounding 
students, and the instructor and constitute inappropriate behavior. Students are ethically obliged to 
avoid these and similar practices. 
 

 


