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COURSE TITLE:   Vulnerability Assessment and Penetration Testing     
 
COURSE NUMBER:  CYB 6020 
 

I. MAJOR INSTRUCTIONAL OBJECTIVES: 
 

   Objective A: Become familiar with Penetration Testing methodologies 
A-1. Describe from a business perspective, the importance of Penetration Testing 
A-2. Identify Penetration Testing methodologies 
A-3. Describe Penetration Testing practice  

 
Objective B: Gain an understand of tool development/use in the field of Penetration Testing 
B-1. Identify the major software distributions common to Penetration Testing 
B-2. Describe the major differences between open source, close source, and proprietary solutions, 
 to include the benefits/disadvantages of each 
B-3. Identify several important artificial penetration testing environments 
B-4. Investigate the need for ongoing tool development/contribution to existing community 
 projects 
B-5. Demonstrate Penetration Testing activities 

 
Objective C: Understand the Legal Environment of Penetration Testing 
C-1. Identify the laws governing the provision of Penetration Testing services to an 
internal/external customer 
C-2. Describe the legal agreements available for use in the industry 
C-3. Identify the ethics and standards for Penetration Testing 
C-4. Recognize activities inconsistent with law, ethics, and standards 
C-5. Demonstrate the ability to follow the rules of engagement when entering a Penetration 
 Testing scenario 
 
Objective D: Develop a Penetration Testing Project Plan  
D-1. Prepare a business case justifying the need for a Penetration Test 
D-2. Develop a project timeline 
D-3. Define Penetration Testing deliverables 
 
Objective E: Execute Documentation of a Penetration Test 
E-1. Illustrate the reporting procedures for various audiences 
E-2. Prepare a presentation of findings 
E-3. Organize and deliver a message to a specific audience 
 
Objective F: Become familiar with Post-Penetration Activities 
F-1. Archive confidential findings for internal/external customers 
F-2. Remediate vulnerabilities 
F-3. Edit security policy 
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II. CLASS PARTICIPATION: 
 
Students are expected to attend class and participate actively and in a positive way. Questions and 
relevant observations are encouraged and enrich the experience of the entire class. 
Computers in the classrooms are intended to be used as tools to enhance the students' learning 
experience. Instant messaging, gaming, emailing, and surfing the web are distractions to the 
student, the surrounding students, and the instructor and constitute inappropriate behavior. 
Students are ethically obliged to avoid these and similar practices. 
 
Technical Requirements that may be required to utilize technology in this course: 

• A headset or microphone 
• A webcam 
• Virtualbox 
• Kali Linux (Installed as a Virtual Machine in the above) 
• Vulnhub Virtual Machines (Installed as a Virtual Machine in the above) 


